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Secure Optical Communications Using Quantum Modulation Spectroscopy
Innovators at NASA’s Glenn Research Center have developed an optical communications technique that securely transmits digital information by creating and detecting small temporal shifts between entangled photons. Unlike many existing architectures, this technology does not modulate or change wavelength or intensity to encode information. Instead, the detector response is sensitive to the time-of-flight difference between pairs of entangled twin photons, allowing information to be transferred by tuning or modulating this time difference at the transmitter. The modulation spectroscopy technique is ultra-secure since the delay times are very short (femtoseconds) and unresolvable by conventional photon detectors. The innovation works in both free space and within fiber optic communication systems so could be useful for battlefield, satellite, financial, and national security applications.

Benefits 
	· High performance: Provides another significant layer of communication security to existing optical, direct-link capability
· Efficient: Requires a single detector to ensure secure optical transmissions, as opposed to conventional techniques, which require two detectors and a temporal coincidence gate to extract transmitted data
· Versatile: Can be used for both free space and fiber optic implementations, enhancing its value and significance
· Economical: Permits use of low-cost, off-the-shelf optical coatings and components


Applications 
· Fiber optic communication systems
· Free-space laser communication systems
· Satellite communications
· Robotics
· Defense technologies
· Airborne communications
· [bookmark: _GoBack]Surveillance systems
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