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One way to improve the acquisition of planetary information from robotic landersisto
use many smaller robotic explorers that can cover more ground than a single conventional
rover, given that the existing launch capabilities constrain the mass of planetary robotic
landers to a relatively fixed value. In addressing this vision, NASA has been challenged in
the National Nanotechnology Initiative to resear ch the development of miniaturerobotsbuilt
from nano-sized components. These robots have very significant challenges, such as
mobility and communication, given the small size and limited power generation capability.
The research presented here has been focused on developing a communications system that
has the potential for providing ultra-low power communications for robots such asthese. In
this paper an optical communicationstechnique that isbased on quantum entangled photons
is presented. This technique both minimizes radiated power and is appropriate for the size
scale of therobot. Simulations of this system show that the radiated power may be reduced
to extremely low levels for line-of-sight communication over distances of several kilometers,
even in the presence of ambient light. The immunity to background noise makes this
technique very promising in comparison to classical optical communications for ultra-low
power applications. The results of this research will generate requirements definitions for
transceiver components built from nanotechnology. Results from experiments
demonstrating aspects of thiscommunicationstechnique are presented.

. Introduction

I n this resarch we investigatethe experimertal betavior, error performanceand sources of degadation of a
guantumcommurications sysembeingdevdopedat NASA GlennResearchCenter(GRC). This system exploits
the temporal coinciderce propaty of quantumentangled photonsto communicateat powerlevels several orde's of
magnitudelessthan wha is currently achiezable through classical means. The ultimategoal is the realizaion of
ultra-low power micro size opticd communicationsard sensing devicesfor usein micro robotsandmicro spacecaft
in supportof future NASA exploration missions.

This researchis motivated by the National Nanotetinology Initiative Grand Chdlenge issuedto NASA to
develop Microcraftfor Space Exploraton. The vision for this Grard Challengeis sunmarized as: “ Continuous
presence in space ... with nanotechnology enabled low powered microspacecraft. Reduce the size and energy
consumption ten fold.”* The benefit of reducingthe size and erergy consumpin is significant becaus of the
consterablepatental to increasemissioncapabiitieswithout increasinglaurnch costs

The size of these devices and the small anounts of powea on which they must operatemake desgning a
communicatias sygem for thema major challerge. The powe that thesevery smdl spa@craftwould be ableto
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geneatecanbe estimatedfrom a simple cdculation of the powergereraton capaity of an appopriaely sized sola

cdl. A high efficiency (~20% energyconversia) solar cell on Earth can gererateabout50 W/m? once weather
conditionsand night hoursare accountedfor.? Thus a microcraft solar cell with an areain the range of 1 mm? to 1

cn’ would genera¢ between50 uW ard 5mW of power The powa consumptiongoal of a micro robot
communicatios systemshauld therefore be on the orderof micro watts. This researcteffort hasthe ultimate goal

of developng a transnitter capable of a rangeof at least 1 kilometer using only micro watts of power. This

expaiment, which demorstrates communicaion with very low radiaed power, is animportantfirst steptowardthis

god.

1.  Concept

The ideaof udng quantumopticsfor communicaion in very low signakto-noiseratio (SNR) environmentshas
been aroundfor sometime. Mandd?® first proposedone suchsystemin 1984 and a denpnstation experimert was
performedby Hong, et. al.,* in 1985, In this expeiment ill ustratedin Fig. 1, pairsof polaizaion enangledphotms
are generg&ed and tranamitted to the reaeiver over two beans of light that are on-off keyed with the daa. The
recaver detecors can detect individual photon arrivals. The coincidence detector circuit producesa pulse whena
parr of phaonstriggers detectors1 and 2 in tempor# coincidene. If thereis no signal present,ambientlight
incidentonthe detedors will producewhatare called accidental coincidences atarate

R, =RR 1)

where R, and R, arethedetecto 1 anddetecor 2 countrates, in photons/sand 7 is the two-sided coincidence

window size in secondsBy making the coincidencewindow time smaller, the rate of accidenal coincidencedrom
ambientlight canbe made to be much smaler than the rate of coincidencesdueto the arrival of entandged photon
pars, which areinherently coincident.In general morethanonesetof ertangked photonswill betransmited during
a bit period. Bit value decisions can be made by comparing the numberof coincidence per databit duration to a
thresholdvalue. This processresultsin a relatively high detedor output SNR from a very smalldetectorinput SNR,
making reliable communications possiblewhereclassicaldetectors would be swanped by the presnceof ambient
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Figure 1. Conceptual quantum communicator

1. Experiment

The Quanum Comnunicatons and Sersing Team at NASA Glenn Resarch Center has implemened an
advancedverson of the quantumcommuricator asshownin Fig. 2. In contrasto the systemdemastratel by Hong,
which encaled information through or/off keying, this systan enmdes information with two symmetric
entanglementstates Figure 2 showsthe block diagran of the archiectureof the GRC implementation.The optical
saurce corsistsof a UV lasa-pumped sponaineus paametric down convesion (SPDC)entangledphaon source
which genertestwo beamsof light with identicd, but random polarizatons similar to the sourcedescrbed by
Kwiat et al.>. For thereceier, photondetectorsA andB arese to detect only H photonswherea detectorC is set
to detectonly V photonsthrough the useof a polarizing filter and polarizing beamsplitter, as shown in Fig. 2.
Binary datamoduatesa variable phaseretarder,keepingH andV photons intactunderstate“1,” and charging H
photonsinto V, andV photonsinto H under state “0.” As a result photondetectorsA and B trigger H photon

2
AmericanInstitute of Aeronauics andAstronauics



Downloaded by NASA GLENN RESEARCH CENTER on April 9, 2015 | http://arc.aiaa.org | DOI: 10.2514/6.2005-7118

Variable Phase Retarder
(Binary Modulator)
H (H) photons only

Photon

Coincidence

' "| Detector A
polarization- W Polar Detector 1
Polarization- entangled Polarizi olarizer
Entangled Photon H and olarizing
Pair Source photons ~ Beamsplitter  H photons only

| | . \ \ .| Photon S
v | Detector B
photons only d JL

Coincidence
Detector 2 Decision
Photon Device

Detector C =
e 1>=<2)

Figure2. NASA GRC Quantum Communicator Block Diagram

coincidencesin coincidencedetedor 1 when state “1” is trarsmited, and detectorsA and C trigger V phobon

coincidencesn coincidencedetedor 2 when stae “0” is transmited. Decisionsare madeby comparingthe number
of coincidencesper data bit from the two coinciderce detecors. If coincidencedetecor 1 countis greate than
coincidencedetcbr 2 countthen thereceiverreardsa“1;” if notthe receiver recordsa“0”. As in the conceptual
systemaccidentalcoinddencesddueto ambientlight andun-entangled photonsfrom thelaser sourceare expecedto

be muchsmadl er than signalcoinddencesaffording reliable communicabnsunder very low SNR

The expeimental implementatiorof the above archtecture is schemécally shown in Fig.3. Here,the beam
from a 351 nm (< 150 mW) single-frequency argor+ion laseris first spectally filtered using a UV dispering prism
(not shown), ard thenpasses through a UV dielectric polarizing bean-splitter cubeto prodice a pump beamwith
better than1000:1 polarization purity. A zercorderquatz half-wave plate sets the polarizationstae of the beamto
45 degreesprior to passingthrough two thin (0.69 mm), optically contacted, orthogondly-aligned Typel bea
Barium Borak (BBO) crystds to geneatethe SPDClight. Dueto the 45 degreeorientdion of the polarizaton stae
of the pump beam it thenhas an equd probability of produdng either a HH or VV SPDCphotonpair from either
crystal. Thus the phaon pairs emitted from this sour@ have identical but random (in time) polarizdions,
consttuting an efficient hype-entangled photonsourceasfirst describedby Kwiat et al.®> Similar setyps havealso
been previoudy descibed to useblue diode pumpedtwin BBO crysials with goodsuccess The SPDCphaonsare
emittedin a cone, with entanglel photonsarrangel diameticdly alorg the core. By selecting a fraction of the cone
emission using apertues, two beams of hyperentanged photons are creaed. Although the photors are hyper
entangled, we only utilize the polarization propertes of the photonsin this report One of the beamsthen pases
througha digital logic controllable liquid crystal phasemoduator setto actasa bi-state half-wave plate (0 or A/2)
which encodesnformation ontothe beamvia polarization rotation (either H or V). Thebeamthenpassethrougha
polarizing beamsglitter analyzer, and is filtered usinga bandpassfilter centered at 702 nm (2 nm FWHM) before
being focused with a 75 mm focd lengh lensonto the adive areaof a single-photan counting module (SPCM)
conssting of a themo-electrically-cooled (TEC), acively quenchd, avablncte photodode (APD) opeiated in a
Geigermode (Perkn Elmer SPQV-AQR-13). Thesedetedors haveanappraimate 60% quartum efficiencyat 700
nm and a 50 ns dead-time betweenpuses,with < 250 dark cownts/s. In the Det. B & C beampath similar optical
conponens are usedwith the exception of the polariang beamsplitter analyzerwhich actsas polarizationstate
sater. DetedorsB & C useband passfil terscenterecat 702 nm but with a5 nm FWHM.

The photon arrivals at the detectors produceTTL logic signalsthat are resoled to within 350 ps and are
coincidencegatedusingdiscrae CAMAC logic modules to prodiwce a 6.5 ns coincidencewindow. The coincidence
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Figure 3. Schematic of Quantum Communication System

pulsesare then counted usng two photon courters controlled by a PC running a customdevelopedLabView
sdtware interface. The whole appamatusis confinedwithin a light-tight enclesurewith black walls. In orde to
simulatean ambient light source, an array of individudly sele¢able incandescentight bulbs (typical 60 W, 120
VAC) was placedabovethe systeminside the erclosure.By changing variouscombinationsof threered andone
white light bulb, anda variable intersity fiber optic light sourceaimed at a white cardboardiffuserplaceal around
the BBO crystal housing we are able to control the amouwnt of backgound light. After caretul alignmentof the
optical sysem, typical single photonrates from the BBO crystal werein the 250,000countgsecrangefor 60 mW of
lase pumppower.

In order to determinethe bit-error rate (BER) performance of the GRC Quartum Communicator, we have
developed cusbm software on National Instruments LabView 7.0 platform for generating,transmiting and
recaving pseuworandomdaa sequencegFig. 4). The software interfaces with two Dual ChannelGaed Photon
Counterscomectedto coincidence detecbrs ard photon detctors, and controls the variable phas retarde
(modulator).With this setup, we are ableto deerminethe BER for any data rate with varying laserpower and
backgroundlight intensily. The softwarecollects statistics and full histogramdatafrom individual photondetectas
andcoincidencecountess, anddeterminesBER within any desiredconfidencelevel andinterval.

Thedatatrarsmission is red-time andthe datarateis determinedasthe reciprocalof the courting time allocaed
for eachdatabit. This is dueto the 5 to 20-ms switching time requiredby the liquid crystalvariabke phase retarde
usel for modulation. In fact, the mgor contributor to the detecion error in the laboratorysetup is this particdar
modulabr, aswill bedisaussedater.
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Figure 4. GRC Quantum Communicator BER Tester interface.

V. Resaults

We conduced nunmerous tests with varying data rates,lase intersities, backgroundlight leves, coinddence
window sizes modulator seup times, optical apeature setings and various other paraneters.In Figs 5 and 6, we
plot represerdtive BER resultsfor daa ratesof 10, 30, 100,300and 1000bps at lasersouce power levels of 3, 5,
10, 30, 50 and 100 mW and two-sided coinciden® window size of 3.5 ns in the presenceof two extreme
background light intensities. Figure 5 shows the BER plots in the presene of minimal baclground light,
correspondindo appraimately 900 photons/stotal detectal on the three photondetectors whereas Fig. 6 showsthe
sameplotsin the presenceof maximum backgroundlight, correspondingto approximagly 250000 phobnds total.

We immedately obseve from Figs.5 and 6 tha there is very little differerce in BER performance especially
for higherdata rates,betweenthe casewith minimd backgroundight intersity ard that with maximum background
light intensity This is dueto the relatively small size of the coincidencewindow that resultsin approximately 20
accidentalcoincidencs per secand undermaximumlight andamost noneunderminimal light. If we corsider per
bit coincidencesthe comparéive detrimental effect of the two different baclground light intensities becones
relatively insignificant, espea@lly at higherdaa rates.The effectof backgroundight canbediminishedevenfurther
by the use of smaler coincidence window sizes.

Anotherintereging observdion is therelaively poor perfamarce of the systemat higher data rates We should
expect worse performanceat highe data rates since, for any given laserpower level, averagecoincidernces per
secondwill stay fixed but averagecoinadencesper databit will deadeasewith increasng datarate. This closesthe
gapbetweenthe ‘1’ stateandthe ‘0’ statein termsof the Poissonmean coincidencerate per bit, resultingin higher
error probailities.We havefound,however, tha the degradatin in BER performancewas muchworsethanwhat
the theorypredcted. This canbe attributedto the lessthan-perfectmodulaor we usedin the laboratorysetip.
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Figure5. BER with minimal background light Figure 6. BER with maximum background light

Theliquid crystl variale phaseretaderwe usedfor the moduator requiresa finite setup time, on the orderof 5
to 20 ms, in order to completely switch states. As explainedin Sec. 11, we acountedfor this within the BER test
procedure. Howe\er, evenafter significantly increasingthe setup time, we found that the phase retarderfrequenty
failed to completely switch staes; more so at higher datarates. Table 1 displaysthe averagecoincidence detecta
couns per secord accunulaed during the BER test for variousdataratesat a 30-mW laser sourcepower in the
presencef minimal badkground light. We observefrom this table that theratio of trarsmittedstateto opposte stae
(contrastratio) coincidencecountsdrops from aboutsix at 10 bps to abait oneor two at 1000 bps, while the total
count stay rea®nably fixed for each detecor. Theseratios would stay virtually fixed for a perfe¢ modulator.
Obviously, the dropping ratios significantly affect the BER performanceby severely degradingthe separation
betweenthe two states We also observefrom Table 1 thatat higher datarates, the modulatorsomewhat prefersthe
“0” state,aseviderced by the slightincreasen ratio for the AC coincidence detectorcountsat 300 bpsto 1000 bps.
Table 2 displays the detector countsper secondunder steadystae for various laserpowerlevels in the presencef
minimal background light. This datashows thatin the stea¢ stak condition the cortrastratios(AC:AB for the'0’
stateand AB:AC for the ‘1’ statg), are very good, gererally rangingfrom 24 to 68. This denondratesthat by using
animprovedpodlarization modulator, we would expecta significantly improved BER performance.

Anothersourceof inefficiency in the laboratoryseup is the geneation of coincidentphotonsthrough the useof
parametric down corversion. Becauseof this inherentdisadvartage, we have to usea relatively large laser source
powerin orderto obtainavery smdl number of coincident photons persecond. The actualreceivedenagy maybe
cdculatedby using the formula

h-c
E =—N 2
r 2 (2

where h is Planck’scorstar, C is the speedof light, A is the wavekngth of the light soure (7.02x10** m), and

N is the photan court. In orderto gan a beter understading of the actualerergylevels involved,we recalcuate
the plotsin Fig.5 asa function of received energy per bit using the datafrom Table2, wherethereceivedenergyper
bit is determinedy the avelagetotd numberof photonsrecaved per bit ondetectorsA, B andC. Figure 7 shows
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Tablel. Test average coincidence detector counts per second at 30 mW laser power in the presence of
minimal background light

Data AB counts per second AC counts per second
Rate, AB | 1.0 0:1
bps “ gy AB| “1" | ABTotal Contrast AC |0 AC |1 AC Total Contrast
Ratio Ratio
10 99 612 711 6.2 607 113 720 5.4
30 180 464 624 2.6 464 188 652 2.5
100 257 456 712 1.8 433 268 701 1.6
300 282 423 705 15 372 234 606 1.6
1000 350 390 740 1.1 500 270 770 1.9

Table2. Steady-state detector countsper second in the presence of minimal background light

L aser State“ 0" countsper second State“1” countsper second
Power, mW [ 5 B C AB | AC A B C AB | AC

3 1530 880 1230 1 24 2140 910 2150 24 0

5 4300| 2620 2950 2 100 5250| 2530 3000 110 1

10 9500| 6000 6200 5 220| 11000| 5900 6200 260 1

30 31000| 18100 | 15000 23 740| 32500| 17900 | 17200 760 9

50 44000| 28000 | 24400 40 1250| 40000| 28000 | 27800 1375 20

100 94000| 57200 | 55100 85 2540| 97400| 56000 | 59500 2750 46

the BER plots as a function of recaved erergy (Joues) per bit in the preserce of minimal backgroundlight. We
obseve from Fig. 7 that reliable communication is possible, with the addtion of error correction coding when
neessary atremarkaly low receved enery levels onthe orderof a picoJouleper bit. We alsoseefrom this figure
that, when normaized with respet to received energy per bit, performance differencesamongdifferent datarates
becomeinsignificant,espe@lly considerng the possibleuseof an improved phag modulator.

In orderto visualze the effect of badkgrourd light, we recalcuate the plot in Fig. 6 asa function of optical
signal-to-noise ratio (SNR), where we usethe datafrom Table 2 for the averagetotal numberof photas received
pe secondon deectos A, B and C, and we use a badkground averagge total count of 250000 photonsgs,
correspondingo the maximumlight setting. The sumof the singles from Table 2 is proportionalto the signal power
and the backgound avegetotal count is proportonal to the noise powe. Figure 8 shows the BER plots asa
function of this SNR in the presence of maximum backgroud light. We observefrom Fig. 8 that reliable
communicatio is possibleat excepionally low opfical signalto-noiseratio levels.

Thesinglesin Table2 are in effect mostly noise. In the cdculation for Fig. 8 we havecountedall of the singes
registeredfrom Table 2 assignalbecawsetheyaregereratedby the signding device. Howewer, mostof thesesingle
photonsare not deteded in pairs, andtherefore appear asnoiseto the receiver even thoughthey are generatedy
the signalirg device. Thesephaonsare not detectedin pairsbecaise dueto slight misalignment, the three detectors
areseeingslightly different spdial portions of the quarium entanglel light. To illustratehow low the signalleve is,
we havecalcubted the ratio of coinciden photonsto single phaons, wherethe single photonsare thos that are
from both the backgiound light and the unaorrelded singlesfrom the quartum entanglé light. In the instance
where the pumplase is at 30 mW this correlaesto an SNR of -5.8 dB in Fig. 8. The coincident photoncountto
singe phaon cownt ratio for this sane instarce is -26.6 dB. If the sysem were desgned so tha phota pairs
geneatedby thetransnitter were reliably deteded by thereceiver thenthe SNRfor Fig. 8 would be shiftedlower by
20.8 dB. We believetha this type reliable transmssn is possible,ard so this resultdramatcally illustratesthat
reliable communication is possibleevenwhenthe trarsmitted sigral poweris significantly less thanthe noisepower.
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V. Conclusionsand Future Work

Through the use of guantumentangled photons,we hawe shown that reliable communicationis possble at
remarkably low receivedenergy levelson the order of one picoJouleper bit in the presenceof an overwhelming
backgroundlight, resulting in exceptiondly low opfical signd-to-noiseratios. While our expermentalsetyp sufers
from the inheren inefficiency of currert quarium-entangled photon generaton proces®s and the use of an
imperfectliquid crystalphaseretader asthe modulator,it sucessflly demonrstrateshefeasbility of the concep.

Further studies will concentrate on improved gereratons of the QuantumCommuricator, using significantly
more energy efficient methods for coincident photon generatbn and beam forming, and enhaaced modulaton
techniquesthat canbe padkagedinto micro size devices.Our ultimate goalis to createultra low powermicro size
optical communicaionsandsensng devices.
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